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- Who should have access to the data and how will this be managed / maintained?
- What is the backup plan for data (i.e., what is deemed an acceptable loss of data that does not
compromise the research)?

Area 3: End of Project: (The Guide, Section 3.8)
- If data is sensitive, can it be anonymized to reduce the risk if data is lost?
- Does the data need to be shared and if so, how will it be shared? (i.e. MU Data repository)
- How long does the data need to be stored after the completion of research and does all the data from
the research need to be stored or only what is needed to support the publication?
0 Note: if data is stored longer than 7 years, what is the value of the data after 7 years?
- What is the review process to remove/destroy data?
- What format will the data be stored in?
- What is the cost for project data storage?
- Who should have access to the data and how will this be managed / maintained?
- What is the backup plan for storage of data that supports the research findings?

MU Data Security Preferences

While the guidance below is preferred to reduce data risk, the university is aware that every research project
may not be able to meet all these preferences for a variety of reasons. When necessary, IT Services should be
contacted to discuss any questions about managing data risk within the researcher’s data environment.

Data Environment:

- Leverage common university supported tools (refer to DMP Tools and Resource List)

- Data should be contained and reviewed in an environment that has a known security management
process, such as the university network

- Data transferring should be completed in a secure manner, such as SharePoint/Teams

- Third party data storage sites should not be used unless data is Category 1: Publicly available data as
the security environment is unknown.

- Data should be stored in a location that allows for a data back-up process, such as Teams or SharePoint

User access:
- Access should be granted to users based on their role and responsibility
- Access should be limited to only data that is required for them to perform their role or responsibility
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Data Storage, retention, and destruction
- Data should be stored in an environment that properly mitigates the risk of the data type. If data is
deemed sensitive, it should be stored in a known secure environment. The university prefers:
o0 OneDrive if there is no data collaboration needs
o SharePoint or Teams is data collaboration is required
- Data should be retained for the purpose of the data, which usually is 7 years. Data retained beyond
that time frame should be assessed for the value of the data and how it will be used in the future.
Please note there may be some incidents where data should be stored based on a different time
threshold. Refer to the Data Retention guidelines within the |T Services Policies and/or leverage your
guidance from the Office of Research Compliance or grant sponsor.
- Data should be destroyed in accordance to the destruction guidelines within the IT Services Policies
- All final data should be stored within the MU repository: ePublications or linked to ePublications if
data is stored in another repository due to research or funding requirements.

Data transmission:
- Ensure sensitive data is either encrypted and/or transmitted through secure means (such as private

sharing within Teams or SharePoint)
- Sensitive data should never be sent through email or stored on a third-party storage site without being

encrypted.
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